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Philip R. Adams, Jr.

Marlene H. Dortch, Secretary
Federal Communications Commission
445 12th Street S.W.
Washington, D.C. 20554

RE: Annual Customer Proprietary Network Information Compliance
Certification
EB Docket No. 06-36

Dear Ms. Dortch:

Please find attached the Annual Customer Proprietary Network Information ("CPNI")
Compliance Certification for Southwest Communications, Inc. Please feel free to call me
if you have any questions regarding this filing.

Sincerely,

Leon 1. Nowalsky

LLN/cdp

Attachment



STATEMENT (W POUCY IN TREATMENT OF
CUSTOMER PROPRIETARY NETWORK INFORVlA'rlON

L It is Southwest Communications, Inc. (HSoutbwcsC) policy not to use CPNI fllr
any activity other than pernl.ltted by law, /\..ny disclosure ofCPNJ to other parties
(such as aftlIiatcs, vendors, Hnd agents) occurs only ifit is necessary to conduct a
legitimate business activity related to the services a1readv Dl"ovided bv 1he

-' . -- , ~

company to the customer. lIthe Company is not required by law to disclose tile
CPNI or if the intended use docs not l'all within one of the carve outs, the
Company wiE first obtain the customer's consent prior to using CPNL

2, Southwest follows industry-standard practices to prevent unauthorized access to
CPNI by a person other tbat tbe subscriber or Soutbwest. However, Southwest
cannot guarantee that these practices wiI! prevent every unauthorized attempt to
access, use, or disdose personally identi Gable infurrnalion, Therefore:

A, If an unauthorized dIsclosure were to occu.r., Soutlnv('::s( shall provide
notiGcation o[the breach within seven (7) days to tlte United States Secret
Service ("USSS") and the Federal Bureau of luvestigalioll ("FBI"),

R Southwest shall wait an additional seven 0) daysli'mn its government
notice prior to nOli lying the affected ccuslomers. of the breach.

C. Notwithstanding the provisions in subparagraph 1.3 ~lbove~ Southwest shaH
not wait the additional seven (7) days to notify its ellstomers if Southwesl
determines there is an immediate risk of irreparable harm to the customers,

D, Southwest shall maintain records of discovered breaches for a period of at
least two (2) years,

3, All employees will be trained as to when they are, and are not, authorized to use
CPNI upon employment witl, the Company 'md annually there"fter.

A, SpeciJically, Southwest shall prohibit its personnel from releasing CPNJ
based upon a customer-initiated telephone call exccpt undcr the following
thrcc (3) eircumstances:

1. \Vhen Ih(~ customer bas pre-established a I-KiSS\vonL

2. When the lnfi1l'l11ation requested by the clistomer is to be sent to
the customer"s address of record, or



3. When Southwest ca1ls the customer's telephone numb,'!' of record
and discusses the inJlmnation with the patty initially identified by
customer when service was!nitia1.cd.

B. Southwest may use CPNI for the tolJowing purposes:

$ To initiate, render, maintain, repair, bill and collect lor services;
~ To protect its property rights; or to protect its subsaibers or other

carriers from fraudulent ahusive , or the unlawful use o( or
subscription to, sucb services:

(} '1'0 provide inbound telemarketing, referral or administrative
services to Hle CliSfOlner during a CU::;tOHICT initiated call and \v!th
the customcr's inl\mned eOl1SCnl.

$ To market additional services to custorncrs that arc \vithill the same
categories of service to \vhlch the customer already suhscrihcs;

@ To market services f{)rmcrty knovvn as ndjunct,·to-basic services;
and

• '1'0 market additional services to customers with the receipt of
informed consent via the use of opt·in or opHJltI. as applicable.

4. Prior to allowing access to Customers' individually identiJirlble CPN] to
Southwest's joint venturers or independent contractors, Southwest will require, in
order to safeguard that information, their entry into botb confidentiality
agreements that ensure compliance with this Statement and shall obtain opt·in
consent from a customcr prior to disclosing the information. In addition,
Southwest requires aU ontside Dealers and Agents to acknowledge and certify tbat
they may only use CPNI il,r the purpose k,r whieh that inll)J'lnatio!1 has been
provided.

5. Southwest requires express written authorization from the custonlcr prior to
dispensing CPNI to ncl,.v carriers, except as otherwise rC(luJrcd by la\\'.

6, Southwest does not market, share or othenvlse sell CPNI information to any third
party.

7. Southwest maintains a record of its own and its amliates' sales and marketing
campaigns that use Southwest's cllstomers' CPNL The record will include a
description of each campaign, the specific CPNI that was used in the eampaign,
and what prodncts and services were offered as part of the campaign,

A, Prior commeneement of a sales or marketing campaign that utilizes CPNI,
Southwest establishes the status of a customer's CPNI approvaL 'rhe following
sets forth the proeedure followed bv Southwest. ~



• Prior to any solicitation for customer approval, Southwest will
notify customers of their right to restrict the use ot: disclosure oC
and access to their CFNL

• Southwest will use opt-in appmval fiJr any instance in which
Southwest J11usl obtain custorner approval pnor to usmg~

disclosing, or permitting access to CpcNL
$ A customer's approval or disapproval remains in c11ect until the

customer revokes or linlits such ;:lppn)\·~d or dIsapprovaL
to' Records of 3pprovajs are maintained for at least one year.
~ Southwest provides individual notice to cnstomers when soliciting

approval to use, disclose, or jJeJ111it access to CPNL

• The contclJ1 of Southwest's CPNl notices cornpJy witb FCC rule
64.2008 (c),

8. Southwest has implemented a systelTl to obtain approval and informed consent
Ii-om its customers prior to the use of CFNl IDr marketing purposes. ·fhis system
allows for the status of a customer's ePN I approval to be cleady established prior
to the use of CPNL

9. Southwest has a supervisory revic\v process regarding con1pliancc \-vith the- CPNI
ruks f()[ outbound marl;:eting situations (1n.d will maintain cOHlpliancc records for
at least one year- Spec! fically, Southwest -'s sales person.nel will obtain express
approval of any proposed outbound rnarkeling f'0qucst for customer approval of
the use ofC'PNI by I'he General Counsel of Southwest.

!O. Southwest notifies cnstoll1ers in:uYlediatc1y of any account changes, including
address of record, authenticatioIl, online account and password rdated changes,

IL Southwest may negotiate alternative authentication procedures for services that
Southwest provides to business customers that have a dedicated account
representative and a contract that specifieaHy addresses Southwest's protection of
ePNL

]2. Somhwcsl is prepared to provide written notice within \lve business days to the
J?CC of any instance where the opt-in mechanisms do not \vork propeTly to such a
degree that consmllcr's inability 10 opt-in is more tban an anonl.aly_



/l.nnnaI47 C.F.R § 64.2009(c) erNI Certification
l~ H Docket 06-36

Annual 64.2009(e) CPN! Certificate E,r 20 I0

Date Filed: Z( I SII D

Name of company(s) covered by this certineation: Southwest Communications, Inc.

Form 499 Fii.er [D: 824472

Name of signatory: Paul Kirby

Title oEsignatory: Operations Manager j C011Joratc Secretary

I~ Paul Kil;by, certify that I arn an oH:ker of the company rl).lmed above, and acting
as agent of the company, that [havc personal knowiedge :hat the company has
established operating procedures that are adequate to ensure c01Jlphancc with the
Commission's CPNI rules. See 47 C.P.R. § 64.2001 ei ,lei].

Attached to this certi ilcation is an accOl'npanying statement explaining how the
company's procedures ensure the company is in compliance with the requil"Cmcnts set
10rth in section 64.2001 ei seq. of the Commissiou's rules.

Thc company has not taken any ll\'tions (proceedings instituted or petitions filed
by any conlpany at either state comn1issjons~ the court systern~ or at the Cornmissioll
against date brokers) against data brokers in the past year. The steps [he (:OlTlpany has
taken to protect epNl include updating its ePNl practices and procedures and
conducting new training designated to ensure cornpliance \vlth the FC'(',"s rnodificd CPNI
rules.

'T'he cornpany has not received any customer c0111plaints in the past year
concerning the nnauthorized release ofePNI.

Signod ·P··-A···U..-L....K-:.:IR"'·cB~Y...;..-<"'l' ..__····- .._.


